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1. [lepeyeHb 0003HAYEHUIT U COKPaNIEHU I

APM - aBTOMaTH3MpOBaHHOE paboyee MECTO;

NP - undopmanmonHsiii pecypc;

UCITIn - uapopManimoHHas CHCTeMa MePCOHAIIbHBIX TAaHHBIX;
K3 - konTposupyemas 30Ha;

I1/Ix - mepcoHanbHBIE JaHHBIE;

I10 - nporpamMHOe obecrnieueHue;

[ITC - nporpaMMHO-TEXHUYECKHUE CPEIICTBA;

[I5MMUH - no6oyHbIE IEKTPOMArHUTHBIE U3TyYEHUSI U HABOJIKU;
C3U - cpencrBa 3auuTsl HHGOPMAIUY;

CK3H - cpeactBa kpunrorpapuieckon 3auuTsl THGOpMaIUY;
OCB - ®enepanbHas ciryx06a 0€30MacCHOCTH;

OCO - DenepanbHas ciyx0a OXpaHbI;

OCTIK - DenepanbHas cityx0a 110 TEXHUYECKOMY U 3KCIIEPTHOMY KOHTPOIIIO.



1. O0mme MoJI0KEeHUA

Hacrosmas monens yrpo3 0e30MacHOCTH IMEPCOHANbHBIX JAHHBIX (Hanee — Mojenb)
COJICP>KUT CUCTEMATU3UPOBAHHBIN MepeUeHb YIpo3 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX MPU UX
obpabotke B UCII/Iln I'BOY I'mmuasus npu I'PM (nanee — Opranuzanus). YKa3aHHbIE YIPO3bI
MOTYT HMCXOAUTh OT HCTOYHUKOB, HMMEKOUIMX AHTPOIOI€HHBIM, TEXHOI€HHBIA M CTUXUNHBIN
xapaktep W BozaeicTByrommx Ha ys3Bumoctu WCIIAH, xapaktepusie s nannoit MCIIdH,
peanu3ysi TeEM CaMbIM YIpo3bl HHPOPMALIMOHHOM 0€30MacHOCTH.

B Mogenmn pgaercsa 00OOIIEHHOE OIKMCAHUE HUCIIdH, COCTaB, KaTeropuu

U TpearnoaraeMeiii 00beM odpadarsiBaembix [1/[H ¢ mocnenyromeit kinaccudpukanueir UCI1AH.

Mopenb onuChIBaeT MOTEHIUATBLHOTO HapymmTenst OezonacHoctu [IJ[H m moaxonsl mo

OTIPEICTICHUIO aKTyaJbHOCTH YIpo3 C YYETOM BO3MOXKHOCTEW HApyIIUTEIs M OCOOCHHOCTEH

koHkpeTHoU MCII/IH.

Hacrosimuii TOKYMEHT COCTaBJICH B COOTBETCTBHH CO CICAYIOUIMMHU JCHCTBYIOIIUMHE
HOPMAaTUBHO-METOJUYCCKUMU NJOKYMCHTAMHU I10 3allIUTC NICPCOHAJIbHBIX JaHHBIX:
[1] - ®Penepanbubiii 3akoH oT 27 wmrons 2006 roma Ne 149-d3 «O6 unbpopmarmu,

I/IH(I)OpMaI_II/IOHHLIX TCXHOJIOTHUAX U O 3allIUTC HH(bOpMﬁHHH));

[2] - Denepanbubiii 3akon ot 27 wuions 2006 roma Ne 152-d3 «O mepcoHaIbHBIX
JTaHHBIX»;
[3] - Denepanbubiit 3akon ot 7 mas 2013 r. Ne99-d3 "O BHeceHHH H3MEHEHHUI B

OT/eNIbHbIE 3aKOHOAaTeNbHbIEe aKkThl Poccuiickoii denepanuu B CBA3U € MPUHATHEM (elepaIbHOro
3akoHa "O parudukanmum Kousennumu Cosera EBpombr O 3ammre (U3MYECKUX JHIL TPU
aBTOMATHU3HPOBAaHHOW 00pabOTKe TMepcoHaNbHBIX MJaHHBIX" U ¢eaepanbHoro 3akoHa "O
NIEPCOHANIBHBIX JaHHBIX";

[4] - Tocranornenue IlpaButenscrBa Poccuiickoit @enepanuu ot 01 HOs0ps 2012

roaa

Ne 1119 «OO0 yTBepkaeHNN TpeOOBaHUMN K 3aIIUTE NEPCOHANBHBIX TaHHBIX IPU UX 00paboTKe

B I/IH(bOpMaIII/IOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX),



[5] - Ilepeuenr mep, HampaBJICHHBIX Ha OOECIICUCHHME BBHIMOJHEHHUS OOS3aHHOCTEH,
npeaycMoTpeHHbix DenepanbHbiM 3akOHOM "O MNEpPCOHANBHBIX JaHHBIX' W TMPUHATHIMU B
COOTBETCTBMM C HUM HOPMAaTHUBHBIMU TMPaBOBBIMU aKTaMH, OIEpaTOpaMHU, SBISIFOUIUMUCS
rocyJapCTBEHHBIMH WJIM MYHUIIUIIAJIbHBIMU OpraHaMU, YTBEP>KIECHHBII MOCTaHOBIIEHUEM

[TpaBurenscTBa Poccuiickoit deneparuu ot 21 mapra 2012 r. N 211,
[6] - Vka3 IIpesunenra Poccuiickoit @enepanuu or 17 mapra 2008 roma N 351 "O

Mepax Mo obecredeHno WH(GOpMaMOHHOW Oe3onmacHocT Poccuiickoit @Denepanuu Tpu
HCII0JIb30BaHUU MH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHBIX ceTeit MEX1YHapOAHOIO
nHpopManmoHHOTO 0OMeHa";

[7] - Topsmox mnpoBexeHuss  kinaccupukauu  UHPOPMAIMOHHBIX  CHUCTEM
IIEPCOHANBHBIX JaHHBIX, yTBepxkAeHHbIN NpukazoM PCTIOK Poccun, ®CH Poccun u
Munnndopmcessizu Poccun ot 13 deBpans 2008 roga Ne 55/86/20 (3apeructpupoBad MHUHIOCTOM
Poccuu 3 anpenst 2008 rona, perucrpanuonsbiii Ne 11462);

[8] - Ionoxenue o pa3paboTKe, NPOU3BOJACTBE, pealM3alMd M IKCIUTyaTalluu
M poBaNbHBIX (Kpunrorpadudeckux) cpeacts 3aumtsl nHPopmarmu ([Tonoxenune [TK3- 2005),
yrBepxaeHHoe npukazom OCh Poccuu ot 9 despans 2005 roma Ne 66 (3apeructpupoBan
Muntoctom Poccun 3 mapta 2005 roga, peructparinorssiii Ne 6382);

[9] - TumoBble TpeOGOBaHMS MO OpraHU3aLUK U O0CCHEYCHUIO (DYHKIIMOHHUPOBAHHS
mUPPOBaIbHBIX (KpUNTOrpaUUecKnux) CpeICTB, MPEAHA3HAYEHHBIX Ul 3allUThl MHPOpMAIUH,
HE COJEpXalled CBEACHMM, COCTaBIAIOIIMX TOCYJapCTBEHHYIO TalHy, B cCllydae MHX
HCIOJIb30BaHuUs 11 o0ecredeHnsl 0€30aCHOCTH MEPCOHATIBHBIX JAHHBIX IPU UX
00paboTke B MH(POPMAIMOHHBIX cucTeMax mnepcoHanbHBIX AaHHBIX (DPChb Poccum, No 149/6/6622,
2008);

[1] - Meroauueckue peKOMEHIAUH O 00ECIICUYECHHIO C TOMOIIBIO KPUIITOCPEICTB
0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALIMOHHBIX CHCTEMAax
NEPCOHAIBHBIX JAHHBIX C UCTOIb30BaHUEM cpeacTB aBTomaruzanuu (PCh Poccun, Ne 149/5- 144,
2008);

[2] - Meronuka onpezeneHus akTyallbHBIX YIpo3 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX
pu ux o0paboTke, B UHOOPMALIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TaHHBIX (YTBepkaeHa 14

despainsa 2008r. 3amecturenem nupekropa ®CTIK Poccun);



[3] - BazoBas Mmonens yrpo3 6€30MacHOCTH EPCOHATIBHBIX TAaHHBIX MPH KX 00padoTKe, B
MH(OPMAIMOHHBIX CHCTEMax MepCOHANBHBIX JaHHBIX (yTBepxkaeHa 15 ¢espas 2008r.
3amectuteneM aupekropa ®CTIK Poccun);

[4] —CocraB u coneprxkaHre OPraHU3aUOHHBIX ¥ TEXHHYECKUX MEP 110 00ECIICYCHUIO
0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe B MHPOPMALIMOHHBIX CUCTEMaX
MePCOHANIBHBIX IAHHBIX, YTBEepPKAeHHOE Npruka3zom aupektopa @PCTOK Poccuu ot 18 deBpans
2013 roma Ne 21;

[5] - TpeGoBanus o 3amuTe MHGOpPMAILINHU, HE COCTABIISIONICH FOCYAaPCTBEHHYIO TaiHY,
cojiepKalieics B TOCYAapCTBEHHBIX HH(POPMAITMOHHBIX CUCTEMAaX, YTBEP)KICHHbIE TPUKA30M

OCTOK Poccun oT 11 (beBpans 2013 roma Ne 12.

2. XapakTepucTHKA 00beKTa HHpopMaTH3aAIUN

B Opranuzauuu cyniectBytot cieayromue tumnsl UCITJH:

1. MWCIIJa BemeHus OyXraaTepcKoro ydeTa, YOpABIEHHMS IIEPCOHANOM, pacyeTa

3apaboTHOM Tu1aTel OpraHu3anuy.

2. HUCIIOa nepemaun wuHbopmaruu, B ToM uucie [IJI[H, B memax HCIOJIHEHHUS
®DenepallbHBIX 3aKOHOB.

CocrtaB UCII/IH 1 06pabaTeiBaeMbIX B HUX NEPCOHATBHBIX JaHHBIX IIPUBEJICH B
[Tpunoxxennu Nel x HacTosALIEMY JOKYMEHTY

B kauectBe 00beKkTa HHPOPMATU3ALUY NPEANIPUATHS BBICTYIAIOT:

1. ABTOHOMHBIE aBTOMaTHU3UPOBaHHbBIE paboune Mmecta (APM).

2. JlokaynbHble BEIYUCIUTENbHBIE CETH.

B 3aBucuMOCTM OT XapakTepUCTUK U OCOOEHHOCTEM OTHENbHBIX OOBEKTOB YacTh
BBIUHCIUTENbHBIX CPEICTB JAaHHBIX MPENNpHUITHH MOAKIIOUYEHAa K CeTSIM CBsI3U  OOLIero
I10JIb30BAHHUS.

BBoja mepcoHanbHBIX JaHHBIX OCYIIECTBISIETCA Kak ¢ OyMaKHbIX HOCHTENed (Hampumep,
JOKYMEHTOB, YAOCTOBEPAIOIINX JUYHOCTh cyObekTta II/IH), Tak M ¢ 2JIEKTPOHHBIX HOCHUTENEi
uHpopMaluu.

NCII[JH npeanonararoT Kak pacnpenesneHHyro (Ha APM), tak u neHTpann3oBaHHYKO (Ha

BBIJICJICHHBIX (halJIOBBIX CEpBEpax ceTu) o0paboTky u xpanenue [1J[H.



[lepconanbubie ganHbie cyobekToB [T/l MoryT BeBoguThes U3 MCIL/IH ¢ uenpio nepegadu
MEPCOHANBHBIX JaHHBIX COTPYAHUKOB OpraHnusaiuu, Kak B 3JIEKTPOHHOM, TaK U B OyMa)XHOM BHU/IE.

Kontpompyemoii 30H0i (K3) UCII[H sBisrOTCS 3MaHMsI M OTHEIbHBIC TIOMEIIeHus. B
npenenax — KOHTPOJIMPYEMOM — 30HBI  HaxoasTrcsd — pabouyue MecTa I0Jb3oBaTesiell U MecTa
XpPAaHEHUs] apXMBHBIX KOMNHWHI JaHHBIX, CEPBEPBHl CUCTEMBI, CETEBOE U TEIEKOMMYHUKALIMOHHOE
obopynoBanue HCII[lH. BHe KOHTponupyemol 30HBI HAXOJSATCS JIMHUW Tepeladd ITaHHBIX |
TEJIEKOMMYHUKAIIMOHHOE 000PYA0BaHUE, UCTIONB3yeMOe Il HHPOPMALIMOHHOTO OOMEHa IO CeTsIM

CBSI3U OOIIETo MOJIB30BaHUS U (UJIH) CETSIM MEXKIYHAPOIHOTO HH(DOPMAITMOHHOTO OOMEHa.

3. COCTaB, KaTeropum u 00beM NMEPCOHAJTBHBIX TaAHHBIX, OIIPEACICHUEC YPOBHSA

3AIHINCHHOCTHA IIEPCOHAJBHBIX JAHHBIX

Ha ocHoBe xapakTtepuctuk u ocodeHnocreil ucnosnb3yembix MCII/IH 1 oOpabaThiBaeMbIX B
HUX [EPCOHAIIBHBIX JIaHHBIX, MO’KHO KOHCTaTUPOBAaTh, YTO MEPCOHANIbHBIE JJaHHbIe cyObekToB I1/]H,
obpabateiBatoTcsi B Opranusanmd  WHQOPMAIIMOHHOW  CHUCTEMOH,  oOpabarhIBaromiei
00IIeI0CTYIHBIE [IEPCOHANIbHBIC JaHHbIE, a TAK)KE CUCTEMOH, oOpabaTbiBarolell HHbIE KaTeropuu
NEPCOHANBHBIX JaHHBIX. CHenuanabHble KAaTeropuu IMEePCOHATBHBIX ITAHHBIX M OMOMETPHUYECKHE
nepcoHanbHble fanHble B UCIT[{H Opranuzanuu He 00pabaThIBatOTCS.

Jns UCII[In Opranuzanuu akTyallbHbl YIpo3bl 2 THIA - YIpO3bl, CBA3aHHbBIE C HAINYHEM
HE/IOKYMEHTHPOBAHHBIX (HEICKIIAPUPOBAHHBIX) BO3MOXXHOCTEH B NPUKIAJAHOM MPOrPAMMHOM
o0ecreyeHnu, UCIoib3yeMoM B MH(opMarmonHoi cucreme. COrjacHO MOJMYHKTY «O» myHkTa 11
«TpeboBaHuil K 3alIUTe MEPCOHAIBHBIX JaHHBIX NMPHU UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMaX
nepcoHanbHbIX AaHHbIX» Uit WCII/In Opranmszanumu Tpebyercss obecrneuuTh 3-uUil ypoOBEHb

3aIUIIEHHOCTH MEPCOHATBHBIX TaHHBIX MPU UX 00paboTke B MH(GOPMAIIMOHHON CHCTEME.
4. Cnoco0bl HAPYIIEHUS XaPAKTEPUCTHK 0€30MACHOCTH MEPCOHATBHBIX JaAHHBIX

Hcxons w3 mepeuHsl NMepcOHANbHBIX JaHHBIX, oOpabatsiBaembix B MCII/IH, cymiecTByrOT

CJIeyIOIIKe CIIOCOObI HapyIIeHUsl XapakTepucTuk OezonacHoctu [1/1H:

0

XHUIIICHUEC NEPCOHAIIBHBIX JaHHBIX COTPpyAHUKaAMU nNpeaAnpusaATUusd

0 y
AJIL UCITOJIb30BAHUS B KOPBICTHBIX LCJIAX; nepeaadya (bI/IHaHCOBOI/I,

aZpECHOU, IOPUINYECKON U IPOYEi



nHpopmanuu o cyobekre [1/1H TpeTbum nuiam;

HCCAHKIIMOHUPOBAHHOC HYGJII/ILIHOG pasriameHue NCPCOHAIbHBIX JaHHBIX,

CTaBUINX U3BCCTHBIMH COTPYAHHUKAM IPCAIIPUATUA, HCCAHKIIMOHUPOBAHHOC

IIOJIYYCHHE IEPCOHAIBHBIX JaHHBIX

TPECTbUMHU JIMIIAMU

YHUUYTOKEHUE (MHAHCOBOH, aZpeCcHO, IOPUANYECKON u
npouei nHpopmanuu o cyonrekre I1/1H; Moau UK (hMHAHCOBOMH,
aJpeCcHOM, FOPUINYECKON 1

npoueit undopmarnmu o cyorexre [1/1H;

0

0JIoKHpOBaHUE (uHaHCOBOH, a/IpeCHOM, IOPUANYECKOI u

N 0 . .
npoueit muadopmarmm o cyorekre [1/1H; BBOJI HCKOPPEKTHOW (DMHAHCOBOM,
aJpECHOM, IOPUINIYECKON U

npoueit napopmaiuu o cyorexre [1/1H;

nepeaada HeKOPPEKTHON (PMHAHCOBOH, aIpeCHOM, FOPHIMYECKON U TTpoUei
uHpopmanuu o cyorekre I1/1H;
0 UCKaKeHUE apXWBHOM HH@opmainuu no cyowekry I[1/]H. 0

YHUUTOKEHHUE apXUBHON HHOpMalyu 1o cyobekty I1aH.

5. ¥rpo3bl 6€30MacHOCTH NEePCOHAIbHBIX IaHHBIX, IPH X 00padoTke

B I/IH(l)OpMaIII/[OHHI)IX CUCTEMAX MEPCOHAJTBHBIX JAHHBIX

ITon yrpozamMm O0€30mMacHOCTH MEPCOHANBHBIX MJAaHHBIX MNpu uX o0paborke B MCII/IH
MOHUMAETCS COBOKYITHOCTb YCJIOBUH M (aKTOPOB, CO3JAIONIMX MOTEHIHAIbHYIO MM PEATbHO
CYLIECTBYIOIYIO OMACHOCTh, CBSI3AHHYIO C YTeUKON MH(OopManuy U (WiIH) HECAHKIIMOHUPOBAHHBIMU
U (MJIM) HenpeaHaMEPEeHHBIMU BO3ACUCTBUAME Ha Hee. TakuM o0pazom, yrpossl 6e3onacHoctu [1/1xH
npu ux ob6paborke B MCIIJH Moryt ObITH CBSI3aHBI KaK C HENpPEJHAMEPEHHBIMU IeHCTBUSMHU
nepcoHasia MCII/IH, Tak B CcO cnenuanbHO OCYHIECTBISEMBIMU HENPABOMEPHBIMHU JIEHCTBUSIMU

OTACIBHBIX OpFaHI/ISaLII/Iﬁ U TpaXxdaH, a TaKKC HWHBIMH HCTOYHUKAMHU YIPO3. HeraBOMepHLIe



HeﬁCTBHﬂ MOTYT HUCXOAWUTb TAKXC HW OT COTPYAHUKOB TNPCANPUATUA B CJIydacC, KOTAa OHU
paccMaTpUBaIOTCS B KAUECTBE MOTEHIIMAILHOTO HapymuTenst 6e3omnacHoctH [1/1H.

B nensix ¢popmupoBaHus CUCTEMaTH3UPOBAHHOTO IepeyHs yrpo3 6e3onacHoctu [1/1H npu ux
obopaborke B MCII[AH u pa3paboTke Ha WX OCHOBE YaCTHBIX (JICTAIM3UPOBAHHBIX) MOJIEICH
NpUMEHUTEIhHO K KoHKpeTHOMY Bury WCII/IH, yrpo3bl 6€30MacHOCTH MEPCOHAIBHBIM JIaHHBIM B

NCTI/Iz MoxHO Ki1accu(UIUPOBATh B COOTBETCTBUU CO CICIYIOIIUMHU MPU3HAKAMHU:

0 10 BUJAaM BO3MOKHBIX UCTOYHUKOB YI'PO3; 0 1o

tunty UCIIJIH, Ha KOTOpbIE HAMpaBjeHa peanu3alus yrpos;

0 110 BUOY HapymacMoro CBOMCTBA I/IH(I)OpMaI_[I/II/I

(BUy HECAHKIIMOHUPOBAHHBIX AEHCTBHIA, OcyliecTBIsIeMbIX ¢ [1J]H);

I 1o crioco0am peanu3aliu yrpos;
I 0 UCIIOJIb3YyEeMOU YSI3BUMOCTH;
I 10 0OBEKTY BO3/ICHCTBHUS.
JLtst
I /1x: NCTIIH cymiecTBYIOT CIeAyIOIIHe KIacChl yrpo3 0€301acHOCTH

ITo BHJaM BO3MOKHBIX HCTOYHUKOB YIpo3 0e3omacHoCTH NMEPCOHAJIBHBIX
JaHHbIX
- Yrpo3bl, CBA3aHHBIC C MPCIHAMCPCHHBIMU HJIW HCIPECAHAMCPCHHBIMU HeﬁCTBHﬂMH JIU1I,

nMerommmu goctyn k P MCIIJIH, Bkitodast monb30BaTenei, peanu3yroulue yrposbl

HenocpeactseHHo B UCII/IH;

- YIpO3bl, CBS3aHHBIE C NPEJHAMEPEHHBIMY WJIM HENIPEIHAMEPEHHBIMHU ICUCTBUSIMH JIULL, HE
umeromux jocryna k MCII/IH, peanu3yromue yrpo3sl U3 BHEHIHUX CETEll CBSI3U 00ILEro
MI0JIb30BaHUA U (WIN) ceTell MeXTyHapOJHOr0 MHPOPMALIMOHHOT0 0OMeHa;

- YIpo3bl, BO3HUKHOBEHHME KOTOPBIX HANpPsSMyK 3aBUCUT OT CBOWCTB TEXHUKH,
ucnons3zyemoit B UCII/IH;

- YIpo3bl, CBSI3aHHBIE CO CTUXUHHBIMU IPUPOIHBIMU SIBICHUSMHU.

Kpome 31010, yrpo3sl MOryT BO3HUKATh B pE3yJIbTaTe€ BHEAPEHHUS allllapaTHBIX 3aKJIAJO0K U

BPEOHOCHBIX MPOIPaMM.
ITo Tuny UCII/IH, Ha KOTOpBIEe HANIPABJICHA yIpo3a:
[To crpykrype UCII[IH, Ha KOTOpBIE HaIpaBjeHa Yrpo3a, HEOOXOAMMO paccMaTpHBATh

CIIEAYIONINE KIACChI YTPO3:



- yrpo3sl 0€30IacHOCTU JaHHBIX, obpabarsiBaembix B UCIT/IH Ha Ga3ze

ABTOMATH3WPOBAHHBIX pa60LII/IX MCECT,

- yrpo3sl 0e30macHOCTH JaHHBIX, oOpaOateiBaembix B HMCIIJIH Ha 06a3e JOKalbHBIX
MH(GOPMALIMOHHBIX CHCTEM.
IIo ciocobam peanm3anum yrpos:

[To ciocoGam peanu3zanuu yrpo3 BbLICISIOT CIEAYIOIINE KIacChl yIpo3:

- yrpo3bl, CBSI3aHHBIE C HECAHKUHMOHUPOBAHHBIM focTyrnoM K [IJIH (B ToM umcie yrposbl

BHEJIPEHUS BPEJIOHOCHBIX MPOrPAMM);

- Yrpo3bl yTC€UKHU I[Il0  mo TEXHUYECKUM KaHajlaM YTEUYKU
nHpopmauu

(TKYI);

- yrpo3sl cnenuanbHbiX Bozaercteuil Ha MCI/IH.
Ilo Buay Hapymaemoro cBoiicrBa mHGopManuy (HECAHKIMOHUPOBAHHBIX
AefCTBUI, OCYLIECTBJIsIEMbIX € NePCOHAJIbHBIMH
JAHHBbIMH):
ITo BULY HECAHKLIMOHUPOBAHHBIX JICHCTBHM, OCYIIECTBIIIEMBIX C

NEpCOHAIIbHBIMU JaHHBIMH, MOKHO BBIJACIUTDH CJ'IC,Z[YIOH_[I/Iﬁ KJIaCcC yrpos:

- YIpo3bl, IPUBOJAIINE K HapylIeHUI0 KoHpuaeHuuanbHoctu [1/IH (konmupoBaHUIO WU
HECaHKLMOHUPOBAHHOMY pPAaclpOCTPAaHEHHIO), MpPU pean3allid KOTOPbIX HE OCYIIECTBISETCS

HEMMOCPCACTBCHHOT' O BO3JCHCTBUS Ha COACPIKAHUC I/IH(l)OpMaI_II/II/I;

- Yrpo3bl, HOpUBOAAINIMC K HCECAHKIIHUOHUPOBAHHOMY BO3JCHCTBUIO Ha COJCPpIKaHnC

I/IH(l)OpMaHI/II/I, B PE3YJIbTATC KOTOPOI0 MPpOUCXOJUT USMCHCHUC NJaHHBIX UJIN UX YHUUTOXCHUC,

- YIpoO3bl, IPUBOASAIIME K HECAHKIIMOHMPOBAHHOMY BO3JIEHCTBUIO HA IIPOIPAMMHBIE WU
nporpaMMHo-anmnapatisle  aneMmeHTsl  MCIIJIH, B pe3ynapTaTe KOTOpPOrO  OCYIIECTBISAETCS

OJIOKMPOBAHUE JTAHHBIX.

ITo ucnosb3yemoii ysi3BUMOCTH BbIIEJISIIOTCS CJIeAyI0lHe KJIacchl yIpo3:

- Yrpo3bl, pCaJIM3yCMbIC C HUCIHOJB30BAHUCM YA3BUMOCTH CHCTCMHOI'O IMPOrpaMMHOIO

obecrieuenus (I10);



- yIpoO3bl, pealu3yeMble C HMCIOJb30BaHUEM ys3BUMOCTH npukiaaHoro 110; - yrpossi,
BO3HHUKAIOIIME B pe3ysibTaTe HCIOJIb30BAHUS  YSI3BUMOCTH, BbI3BaHHOUM Hannuuem B UCIT/Ix

arrmapaTHOM 3aKJIAJIKU;

- YI'po3hkl, pEAIN3YyEMEBIC C HCIIOJIb30BaAHUECM y;ISBI/IMOCTeﬁ ITPOTOKOJIOB

CCTCBOI'O B3aHMOHeﬁCTBHH M KaHaJIOB II€pCaadun JaHHBIX;

= Yrpo3bl, BO3HHUKAOIMUC B PC3YyJIbTaTC HUCIOJb30BAHUA YA3BUMOCTHU, BBI3BAHHOM
HCAOCTAaTKaMM OpraHu3aluun TEXHUYCCKOU 3alllUThI I/IH(I)OpMaL[I/II/I OT HCCAHKIMOHHWPOBAHHOI'O

JOCTYTIA;

- yIpoO3bl, peajlu3yeMbl€ C UCIIOJIb30BAHUEM YSI3BUMOCTEH, OOYCIOBIMBAIOIUX HAIUUYUE

TCXHUYCCKUX KAHAJIOB YTCUYKHU I/IH(I)OpMaI_II/II/I;

- YIrpo3bl, peajin3yeMbIC C UCITIOJIb30BAHUEM y;ISBI/IMOCTeﬁ CPCACTB 3alllUThI I/IH(i)OpMaLII/II/I.

ITo 00bekTy BO31eliCTBHS BbIIEISIOTCS CeIYIOIHe KIAcChl yIPo3:
- yrpossl 6e3onacHoctu [1/1H, oO6pabaTeiBacmbix Ha APM;

- yrpossl 6e3onacHoctu [1/1H, 0OpabaThiBaeMbIX B BBIJEICHHBIX CPEICTBAX 00paObOTKH

(mpuHTEpax, MI0TTEepax, rpadonoOCTPOUTENAX, BBIHECEHHBIX

MOHHUTOpAx, BUACOIIPOCKTOpPAX, CPCACTBAX 3BYKOBOCIIPOU3BCIACHUSA U T.l'[.); YIrpO3bl 0e30IMacHOCTH HZ[H,

NnepeaaBacMbIX IO CETAM CBA3HU,

- YIrpO3bl IPUKIIAAHBIM ITpOrpaMmMamM, € IOMOIIBIO KOTOPBIX O6pa6aTBIBaIOTCSI

JVILH
- yrpossl cuctreMHomy I10, ob6ecnieunBaromiemy pynkuuonuposanue UCI/IH.

6. XapakTepucTHKa MCTOYHMKOB YIPo3 0€30MACHOCTH MEPCOHATBHBIX

nannbix B UCITIn

B otnomenun UCII/IH MOTyT CyIiecTBOBAaTh TPU THIIA HCTOYHUKOB Yrpo3 6e3onacHocTH [1/1H:
1. AmnTpomnoreHHble HCTOUHUKH yrpo3 6ezomacHocTh [11H.
2. TeXHOTeHHbIE HCTOYHUKHU YIpo3 Ge3omacHocTy T1JIH.

3. CruxuiiHble HICTOYHHMKH yrpo3 Ge3omacHocTH I1]H.

AHTPONOreHHbIe HCTOYHUKH YIpo3 O0e3onacHocT I1/In

B kauectBe anTponoreHHoro ucrounuka yrpos s UCIn Heo6xoauMo paccMaTpuBaTh



cyObeKkTa (JIMYHOCTBH), UMEIOIIETO CAHKIMOHUPOBAHHBIA MU HECAHKIMOHUPOBAHHBIA ITOCTYN K
pabore co mratHbiMu cpeactBamu MCIIJIH, AefiCTBUS KOTOPOTO MOTYT NMPUBECTH K HAPYIICHHIO
0€30MacCHOCTH TEPCOHATBHBIX JAHHBIX. AHTPOIOTCHHBIC WCTOYHHKH YIPO3 IO OTHONICHHUIO K
NCIIu MoryT OBITh KaK BHEITHUMH, TaK U BHYTPEHHUMH

Cpenu BHEIIHMX AHTPONOTE€HHBIX MCTOYHHUKOB MOXHO BBIIEIUTh CIy4YallHbIE U
MpeIHAMEPEHHBIE UCTOYHUKH.

Crnydaiinble (HenpeIHaMepEeHHbIE) UCTOYHUKA MOTYT MCIOJIb30BaTh TaKWE YSI3BUMOCTH, KaK
omnOKu, coBepiieHHble npu npoektupoBanuu UCIIJIH 1 ee sieMeHTOB, OMIMOKH B IPOrpaMMHOM
o0ecrnieueHnu; pa3IngHoro poaa cOOM M OTKa3bl, MoBpexkaeHus, mpossisieMbie B UCIT/Ia. K Takum
HMCTOYHMKAM MOKHO OTHECTH II€PCOHANl IOCTaBUIMKOB pAa3JIMYHOIO poJa YCIYyr, MEepcoHal
HAJ30pHBIX OpraHU3aluil U aBapUUHBIX Ccayx0 u T.m. JleiicTBus (Yyrpo3bl), HCXOASIINE OT JAaHHBIX
HCTOYHUKOB, COBEPIIAIOTCS 110 HE3HAHUIO, HEBHUMATEIBbHOCTH WJIM XaJIaTHOCTH, U3 JIFOOOIMBITCTBA,
HO 0e3 3]I0T0 YMBICTA.

[IpenHamepeHHbIE MCTOYHUKHU MPOSIBISIOTCA B KOPBICTHBIX YCTPEMJICHUSX HApYLIUTEICH.
OcHOBHAsl 1eNb TaKUX HMCTOYHWKOB — YMBIIIICHHAS JE30pTaHu3amnus padoThl, BBIBOJ CHCTEM
Opranuzanuum U3 CTpos, HCKakeHue uH@opmanuu 3a cuerT nponukHoBeHus B MCIIAu myrem
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

BHyTpeHHUMH HWCTOYHMKAMH, KaK TIPABWIIO, SBISIOTCS CHCHUAIMCTHI B 00JacTu
MPOrPaMMHOTO 00eCIIeYeHHsI U TEXHHUUYECKUX CPENICTB, B TOM UKCIIE CPEJCTB 3aIIUThl HHPOPMAIUH,
MMEIOLIUE BO3MOXHOCTh HCIOJb30BaHUS IITaTHOTO OOOPYAOBAHUSA U MPOTPAMMHO-TEXHHUYECKHUX
cpeacts UCIT[AH. K TakuM HCTOYHMKAM MO>XHO OTHECTH OCHOBHOW IMEpPCOHAJ, MpeACTaBUTENEH
ci1y>k0 6€30MacHOCTH, BCIIOMOTATEeNbHBIN 1 TEXHUYECKUN TIEPCOHAIL.

Jlis BHYTPEHHUX UCTOYHHKOB yrpo3 0co00€ MECTO 3aHHMAIOT YIpo3bl B BUJE OIIMOOYHBIX
aeiictBus W (WIKM) HapylmeHMH TpeOOBaHMH SKCITyaTallUOHHOM W HWHOM JOKYMEHTAallUuH
corpynaukamMu Opranuzanuu, umeronux poctyn k WP HUCIIAa. K momoOHpiM yrpo3am, B

YaCTHOCTH, OTHOCATCA:

— HEHOPCAYMBIINIIICHHOC UCKAXKCHNEC NJIW YAAJICHUC IMTPOrpaMMHBIX KOMIIOHCHTOB;

— BHEAPEHUE U UCIIOJIb30BAHNE HEYUYTCHHBIX POTPAMM;
— UTHOPUPOBAHUE OpPraHU3allMOHHBIX  OTPaHUYECHUI (ycTaHOBIEHHBIX
MpaBuj) Tpu padote c pecypcamu UCIIdn, BKIOYas CpeaCTBa 3allUThI

uHpopmanuu. B yactHoctu:



- HapylleHue MpaBWi XpaHEHUs UHQOpPMAIMH OTPAaHMYEHHOTO JOCTYIA, UCIOIb3yeMOM
npu JKCILTyaTaluu CpEICTB 3aIUTHI uHpopManuu (KIHOYEBOM, MApOJIbHON U

ayTeHTU(UIUpyomei nHpopMarum);

- IpeaoCTaBJICHUEC MMOCTOPOHHUM JIMIIaM BO3MOXHOCTH OOCTYIIA K CPCACTBAM  3alllMTHI
I/IH(bOpMaI_[I/II/I, a TaKKE€ K TEXHHYCCKHM U IIPOIrpaMMHBIM CpEACTBaM, CIIOCOOHBIM MOBJIUATE Ha

BBITTOJIHEHHUE MTPEIBIBIAEMBIX K CPEJICTBAM 3alUTHl HH(PpOpMAaIK TpeOOBaHUH;

- HacTpoiika H KOH(UTYpUPOBAaHUE CPEICTB 3aIINUTHI
uHpopManuu,a TaKkKe

TEXHUYECKHUX H MPOTPAMMHBIX CPEJCTB, CIOCOOHBIX MOBIHATH HA BHIIOJHEHNE MPEIBSIBIIEMBIX K
cpeactBaM  3amuThl  WH(OpManuu TpeOOBaHWIl, B HapyIICHHE HOPMATHUBHBIX U TEXHHYECKHX

JIOKYMEHTOB;

- HecooOmeHMe o (akTax yTpaTbl, KOMIIPOMETAllMW KIIOYEBOW, MapOJbHOH U
ayreHTUUIUpyIoell wuHbopManuu, a Takke J000i apyroil uHGOpManMM OTrPaHUYEHHOTO
J0CTyma.

HauGonpiryto omnacHOCTh MPENCTaBISIIOT NMPEAHAMEPEHHBIE YIPO3bl, HUCXOJAIIME KaK OT
BHEIIHUX, TaK ¥ OT BHYTPEHHUX aHTPOMOTEHHBIX HCTOUHUKOB.

HeoOxonumMo paccmatpuBath CleIyOIINe KIAcChl TAKUX YIPO3:

- yIpO3bl, CBA3aHHBIC C IPEAHAMEPEHHBIMHU NCUCTBUAMHU JIML, MMEIOIIMMHU JOCTYI K
NCII/H, Bxmatogast nonb3oBareneii MCIIJIH 1 MHBIX COTPYIHUKOB NPEANPUATHS, PEAIN3YIOIUMU

yrpo3sl HenocpencTBeHHo B VICII/IH (BHyTpeHHU HApYIIUTEND);

- yIpo3bl, CBSI3aHHBIC C MPETHAMEPEHHBIMU JICUCTBUSMHU JIUI], HE UMEIOIINMH JIOCTYTa K
UCIIdH u pealu3yrONMMU YIpo3bl U3 BHEIIHUX CETEM CBSI3W OOIIETO TMOJIb30BAaHUS WIH CeTel

MEXTYHAPOAHOTO HH(OPMAIIMOHHOTO 0OMEHA (BHELIHHUI HApYILIUTENh);

- YIpO3bl, CBA3aHHBIE C IIPEIHAMEPEHHBIMU JIEHCTBUSMU JIML, HE UMEIOLUMH JTOCTyNa K
NCIIH n peanusyromumu yrposst no TKYU.
TexHoreHHble HCTOYHUKHU Yrpo3 0e3onacHocTH I1/{n
TexHOreHHble HCTOYHUKU YTPO3 HAMIPSAMYIO 3aBUCAT OT CBOMCTB TEXHUKHU.
JlaHHbBIE UICTOYHHUKH TAK)KE€ MOTYT OBITh KaK BHEIIHUMHU, TaK U BHYTPEHHUMH.
K BHemHuM uctrouyHukaMm otHocsTcs uUHppacTpykTypHble 3nemeHTsl MCII/IH: cpenctBa
cBsi3U (TeneOHHBbIC JTMHUHU, JTUHUU NEpeaaydl AAHHBIX U T.II.), CETH MH)KEHEPHBIX KOMMYHHKAIIUNA

(BomocHaOkeHUE, KaHATU3AIHsl, OTOTUICHHE U TIP.).



K BHYTpEHHMM HCTOYHMKAaM OTHOCSATCS HEKAUECTBEHHBIE TEXHMYECKHE M NPOrpaMMHbIE
cpeactBa 00paboTKM HMH(pOpMAIMM, BCIIOMOIaTelbHbIE CpeAcTBAa (OXpaHbl, CHUTHAJINW3ALUY,
tenehoHNM), Apyrue TeXHUUeckue cpeactsa, npumensemsie B VMCIIJIH, a Takxke BpelOHOCHOE
IpOrpaMMHOE 0OECIIeYeHHE U alllapaTHbIE 3aKJIAIKH.

AnnapartHasi 3aKJIaJKa
AnmapartHble 3aKJIaJIKH MOTYT ObITh KOHCTPYKTHBHO BCTPOSHHBIMU U aBTOHOMHBIMH.
ArnmnaparHble 3aKJIaJIKU MOTYT pealn30BaTh yIPO3bI:

- cOopa u Hakoruienust [1/]H, oOpabareiBaeMbix U xpanumbix B UCIT/1H;
- ¢opmupoBanus TKYN.

B cuity oTMEYEeHHBIX CBOWCTB ammapaTHBIX 3aKIaJo0K 3()(EeKTUBHAS 3alIUTa OT HUX MOXKET
ObITh OOeclieyeHa TOJBKO 3a CYET TINATENBHOTO yueTa WX CHEHU(PUKA U COOTBETCTBYIOIICH
OpraHM3aly TEXHUYECKOM 3alluThl MH(OPMALMU Ha BceX cTagusax xkuzHeHHoro uukiaa MCII/IH.
Hocurenb Bpe1oHOCHOM IPOrpaMMBbI

B kauectBe HOcuTens BpeaoHocHou nporpammsel B MCII/IH MoXkeT BbICTynaTh annapaTHbId
3JIEMEHT CPEICTB BbIYMCIUTENbHON TexHuKU u3 coctaBa WCIIAx wnm I10, BeImonHsIONmEE POIIb
MIPOrpaMMHOTO KOHTEHHEpa.

Ecnu BpegoHocHas nmporpaMma He acCOILMMPYETCsl ¢ KaKoH-THO0 NMPHUKIAJHON MporpaMMoin

u3 cocrasa cuctemHoro unu obmiero [10 UCII/IH, B kauecTBe €€ HOCUTEINSI BBICTYIAIOT:

- BHEUIHMI MalIMHHBIN (OT4YXIaeMblil) HOCUTENb, T.€. JUCKETa, ONTUYECKUI

JTUCK, JTA3€PHBIN TUCK, QIIdII-TIaMSATh, BHEIIHUN KECTKUM TUCK U T.IL.;

- BCTPOEHHBIE HOCHTENM HMHPOpMauu  (KECTKHUE JUCKH, MHKPOCXEMBbI
ONEpaTUBHOM NaMATH, IPOLECCOP,  MHUKPOCXEMBl  CHUCTEMHOM  IUIAThl, MUKPOCXEMBI
YCTPOMCTB, BCTpauBaeMbIX B CHCTEMHBIH OJIOK yCTpOWCTBa — BMJI€0AJaITEPa, CETEBOM

IUIaThl, yCTPOMCTB BBO/Ia/BBIBOJA U T . 1 . )

- MHKpPOCXEMBbl BHEIIHUX YCTPOMCTB (MOHHUTOpPA, KJIaBUATyphl, TPHUHTEPA,
IUIOTTEpa, CKaHepa

U T.IL.).
B ToM cmyuae, ecnm BpeIOHOCHAas WpPOTpamMMa MOXET OBITh IPOACCOIMUPOBAHA C
cucteMHbiM win obmmM 11O, ¢ daiinaMmu paznTu4HON CTPYKTYyphl HWJIH C COOOIICHHSIMH,

nepcaaBacMbIMU 110 CETU, TO €€ HOCUTCIICM ABJIAIOTCA:

- nakeTsl nepeaaBaeMbix 1o cetu UCII/Ix coobuienmii;



- (aiinsl (MCTIOJHSIEMBIC, TEKCTOBBIE, Tpa)UUECKHE U T.1.).

IIpy BO3HHMKHOBEHUHU YIpO3 M3 JAaHHOW IPYIIBI NOSBIAETCS MOTEHIMAIbHAs BO3MOYKHOCTb
HapylIeHUs KOH(MUIEHIMAIbHOCTH, UEIOCTHOCTH, JOCTYHHOCTH U JPYTUX XapaKTePUCTHK
oe3onacHoctH [1]1H.

Cruxuiinbie HCTOYHUKH yrpo3 OezonacHoctu I11H

CruxuiiHple  HMCTOYHUKM  YIpO3  OTJIMYaeTcss  OONBIIMM  pa3HoOOOpazueM |
HEIPEACKa3yeMOCThIO U SIBIIIOTCS, KaK IPAaBUIJIO, BHEIIHUMU 1O OTHOUIEHUIO K Opranuzanuu. [lox
HUMH, TIPEXKIE BCEro, pacCMaTpUBAIOTCS pPA3JIUYHbIC MPUPOJHBIE KAaTAKIU3MbL: I0XKApHI,
3eMJICTPSACEHUs, yparaHbl, HaBOJHEHHUS. DBO3HUMKHOBEHHE OJTUX  HUCTOYHUKOB  TPYIHO
CIPOTHO3UPOBATh U MM TSKEJIO MPOTUBOJCHCTBOBATH, HO MPHU HACTYIUICHHH MOJOOHBIX COOBITHI
Hapymiaercs mratHoe (QynkumonupoBanue camord WCIIJIH u ee CpeAcTB 3amIuThl, 4YTO
MOTEHIMAIFHO MOXKET MPUBECTH K HAPYIICHUIO KOH(UACHIUAIEHOCTH, IIETIOCTHOCTH, TOCTYITHOCTH

U ApYruX xapakTepuctuk 6esomacuoctu [1/1H.

3amuTra OT Yrpo3, HUCXOJAUIMX OT TEXHOI€HHbIX W CTUXUUHBIX HCTOYHUKOB YIpo3
6esonacuoctu [1/IH, permamMeHTHpyeTCs HHCTPYKIHUSAMH, pa3paOOTaHHBIMH W yTBEP)KICHHBIMU

oIepaTopoM ¢ yueroMm ocobennocrelt sxkcmryatauuu UCIH.

8. Mojaeanb HaApyUIUTEIsA 0e3omacHOCTH NMEPCOHAJTBHBIX JAHHbIX

Ananuz BOSMO)KHOCTeﬁ, KOTOPBIMHU MOKCT O6J18.I[aTI> HapyHmuTeJib, IMPOBOAUTCS B paMKax
MOJCIIN HApYIIUTCIIA.

ITpu pa3paboTke MOAEIN HapyIINTEINs 3a(PUKCUPOBAHBI CIEAYIOIINE TOT0KEHUS:

1. BesomacHocTh II1u B UCIIOu o0ecrieunBaercs CpelCcTBaMH 3allUThI
unpopmanun HCII/IH, a Takke HCIONBb3yeMbIMH B HHUX HH()OPMALMOHHBIMU TEXHOJOTHSIMH,
TEXHUYECKUMH M TMPOTPAMMHBIMU CPEICTBAMH, YIOBIETBOPSIONIMMU TPEOOBAHHUSAM IO 3aIUTE

nH(pOpMaliY, YyCTaHABIMBAEMbIM B COOTBETCTBHH € 3aKOHOAaTeNbCcTBOM Poccuiickoit denepannu;

2. CpenctBa 3amutel uHpopManmu (C3U) mTatHO (YHKIHMOHMPYIOT COBMECTHO C
TEXHUYECKUMHU M TPOrpaMMHBIMU CpEACTBAMH, KOTOpBIE CIIOCOOHBI TOBJUSATH Ha BBITOJHEHUE

npenbssisieMbix k C3U TpeboBanumii;

3. C3U ne moryr obecneunts 3amury IIJIH OT AeHCTBHIA, BBINONHAEMBIX B paMKax
MIPEIOCTABIIEHHBIX CYOBEeKTy AeiicTBuil monHomouunit (Hampumep, C3U He MoxkeT o0ecrneduThb

3al0UTy HI[H OT paCKpLITHUSA JIMITaMH, KOTOPBIM IMPEAOCTABJICHO IIPABO HA JOCTYII K 3TUM ,Z[aHHBIM).



8.1 Onucanue Hapymmreneit
C ToukHM 3peHHsI HAJUYUs NpaBa MOCTOSIHHOTO MM Pa30BOT0 JIOCTYNA B KOHTPOIHPYEMYIO
3oHy (K3) o0bekroB pasmemenus WCIIJIH Bce Qu3myeckue nuia MOTyT OBITh OTHECEHBI K

CJICOAYIOIIUM IBYM KaTCTrOPUsAM:

- Kareropusi | — nuia, He MMerOlIME MpaBa JIOCTyHa B KOHTPOJIUPYEMYIO 30HY
NCTIH;

- kareropus |l — nuia, umeromue mNpaBo AOCTyNa B KOHTPOJIUPYEMYIO 30HY
NCII .

Bce MMOTCHUHUAJIBHBIC HAPYIIUTEIN IIOAPA3ACIIAOTCA HaA:

- BHEUIHMX  HapylmIuTeled, OCYIISCTBISMIONIMX  aTakd HW3-3a  IPEesioB
KOHTPOJIUPYEMOI 30HBI

VCTITi;

- BHYTPEHHHUX HAapyIIUTEJIEH, OCYILECTBISIOLIMX aTakW, HaXOHsACh B IpEnesax
KoHTponupyemoit 30ub1 UCII/IH.
B kagectBe BHEIIIHETO HapyLuTeNs Kpome JIULL kareropuu | JOMKHBI
paccMaTpuBaThCs Takxke Juia kareropuu |, Haxomsuecs 3a npenenamu K3.
B ornomenun MCII/IH B kauecTBe BHELIHETO HAPYLIUTENISIMU U3 YMCIA JIULL KaTeropuu | Moryt
BBICTYIIATh:

- ObBHIME cOTpyAHUKU OpraHuzanuu;

- IIOCTOPOHHHE JIMIA, NBITAIOIIUECSA IOIYyYUTh JOCTYII K [1/1x
B

HWHUIUATHUBHOM ITOPAIKE;

- NPEICTAaBUTEIM IPECTYITHBIX OPTaHU3ALUN.

Bremnuni HapYIHUTEIb MOXET OCYIICCTBIIATDL:

- mepexBar oOpabarpiBaeMbix TexHudeckumu cpenactBamu MCITIn T1/IH 3a cuer
nx yredkn no TKYM ¢ ucnonb3oBaHWMEM MNOPTATHUBHBIX, BO3UMBIX, HOCHMBIX, a TaKXe

ABTOHOMHBIX aBTOMATHUYCCKUX CPCACTB pPa3BCAKU CCprIHOfI pa3pa60TKH;

- JIECTPYKTHUBHBIE  BO3JECHCTBHS yepes 3JIEMEHTBI nH(pOpMaLMOHHON
un¢ppactpykrypel MCII/lH, KoTopele B Tmpoliecce CBOEro KM3HEHHOro  IMKJa

(MO,Z[CpHI/ISaI_II/ISI, COIIPOBOXKACHUEC, PCMOHT, YTI/IJII/ISaLII/I}I) OKa3bIBAKOTCA 3a IpCACiIaMUu K3,



- HECaHKUMOHHMPOBAHHBIH JOCTYynH K HH(MOpPMaluMh C  HUCIHOJIH30BaHUEM
CHEIHAbHBIX ~ MPOTrPAMMHBIX  BO3JEHCTBUH  TOCPEACTBOM  IPOrpaMMbl  BUPYCOB,

BPCAOHOCHBIX ITPOrpaMMm, aJirTOPUTMHUYCCKUX UK IIPOI'PaMMHBIX 3aKJIaJ0K;

- mepexBarT MH(OpMAINH, TepeaBaeMoi MO CETSIM CBS3U OOILEro Mojb30BaHUS
WIM KaHajlaM CBS3M, HE 3alllMIICHHBIM OT HecaHKuuoHupoBaHHoro npoctyna (HCH) k

nH(OpMAaIUK OPTaHU3AIMOHHO- TEXHUYECKUMU MEpaMH;

- araku Ha UCII/IH myTeM peaiuzanuu yrpo3 yJajieHHOTO JOCTyIa.

Buytpennuii Hapymutens (nauua kareropuu |l) mogpasgensercs Ha BoceMb Ipynn B
3aBHCHUMOCTH OT CITOC00a M IMOJIHOMOYHUH J0CcTyna K nHpopMannoHHbIM pecypcam (UP) UCIT/IH.

1. K nmepBoil rpymnme OTHOCITCS COTPYJHUKH MPEANPUATUH, HE  SBISAIOLIUECS
3apEeruCTPUPOBAHHBIMU TIOJIb30BaTesiMU U He ponyuieHHsle k WP WCIIH, HO umMmeromue
cankuuoHupoBaHHbl Joctyn B K3. K 37Ol kareropum HapymuTesned OTHOCSTCS COTPYIHUKU
Pa3NUYHBIX CTPYKTYPHBIX MOJPA3ACICHUN NPEANPHUITANR: YHEPTeTUKH, CAaHTEXHUKH, YOOPIIHIIBI,
COTPYAHUKU OXpPaHbl U JIpyrue juia, o0ecneynBaroye HopMaibHoe (GyHKIMOHUPOBaHHE OOBEKTa
nHpOpMATH3ALINH.

JIno 1aHHOM IPyIIIBI MOXKET:

- pacnonaraTL HNMCHaAMHU H BECTHU BBISIBJICHUC naponeﬁ SapeFI/ICTpI/IpOBaHHBIX
OJIL30BaTeNne

NCII/H;

-U3MEHATh KOHQPUTYpaIMI0O TEXHHYECKUX cpenctB oOpabotku IIJIH, BHOCHUTH
nporpammuoanmnaparasie 3akinanku B IITC UWCII[H m obecneunBaTh cheM HWH(MOpMAIUH,
UCTONB3Yysl HEMOCPEACTBEHHOE TOAKIIOUEHHE K TEXHHYECKUM CpeicTBaM  00paboTKu
uH(pOpMaLIUH.

2. Ko Bropoii rpymnme OTHOCITCS 3aperucTpupoBaHHbie mosb3oBaremn  WCIIJIH,
ocymecTBistone orpannyeHnsiii goctyn k MP MCII[IH ¢ pabouero mecrta. K 310l xateropuu
OTHOCSITCSL COTPYAHUKHU TPEANPUATHI, UMEIOIIME NpaBo AocTtyna K jJokaibHeiM P UCII[H s

BBITIOJTHEHUS CBOUX TOJDKHOCTHBIX OOSI3aHHOCTEH.

JIuo naHHOW rpyIIb:

- o0nasaer BceMU BO3MOKHOCTSIMU JIUI] IEPBOI1 KaTeropuu;

= 3HACT, I10 MEHBIIIEH MEpPE, OAHO JICTAJIBHOC UM NJOCTYIIA,



- obmamaer BceMH HEOOXOAUMBIMH aTpuOyTamMu (Hampumep, IMapoJieM),

obecnieunBaromum noctyn k UP UCITH;

- pacnonaraet [1JIH, K KOTOPBIM UMEET JOCTYII.

3. K TpeThelt rpyre oTHOCATCS 3aperucTpUpOBaHHbIE TMoib3oBarenu mnoacuctem MCII/H,
OCYILECTBISIONME YAaleHHbIN nocTtyn K I1/[H o nokanbHOM cetn Opranuzanuu.

JInuo 1aHHOU IpyIIIBL:

- 06J1a/:[aeT BCEMH BO3MOKHOCTSIMHU JINI] BTOpOﬁ KaTeropuu,

- pacnosaraet uHpopManueir o Tomojorun cetd WCIIJIH M cocTraBe TEXHUYECKUX

cpeactB UCII/IH;
- UMEEeT BO3MOXKHOCTh MPsMOro ((hU3MYecKoro) AOCTyNa K OTAENbHBIM TEXHHYECKHM
cpenctam (TC) UCII .

4. K derBepToil rpymnme OTHOCITCS 3aperucrpupoBanHble mnonb3oBarenu MWCII[H c
MMOJTHOMOYHSIMU aIMUHUCTpaTopa 6e3onacHocT cermenTa (dparmenta) MCIT/IH.

JIumo gaHHOM TPYIIIIBL:

- obmamaer TTOJTHOM nHpopmanmen 0 CUCTEMHOM H
[IPUKIaHOM

porpaMMHOM oOecrieueHnu, ucrosnbzyemom B cermerte MCIIIx;

- obmagaer IOJIHOM uHpopmanuen 0 TEXHUYECKUX
CpeAcTBax  H

koHurypamuu cermerra MCII/In;

- UMECT OOCT K CpCACTBaAM 3alllMTbl HMH@EOpMAllMHM H IPOTOKOJIMPOBAHHA, a
3

TaKKe K OTJICTLHBIM 3JIEMEHTaM, UCToab3yeMbIM B cermenTe MCIT/IH;

- HUMECT NOCTYII KO BCEM TCXHUUCCKUM CPEACTBAM CETMCHTA I/ICHI[H,

- obmamaer mpaBaMH KOH(MOUTYPUPOBAHUS W aJIMUHHCTPATHBHOW HACTPOWKHU

HEKOTOPOTr0 MOJAMHOKECTBA TeXHUUECKUX cpenactB cermenta UCII/IH.

5. K msATo#l rpymnme OTHOCSTCS 3aperuCTPUPOBAHHBIC IOJIB30BATENH C TOJTHOMOYHUSMU
CHUCTEMHOTO aIMUHUCTPATOPA, BHITIOIHSIONIETO KOHPUTYPUPOBAHNE U YIPABICHUE MPOTPAMMHBIM
obOecrieueHneM © 00OpyJOBaHWEM, BKIIOYas OOOpyIOBaHME, OTBEUalInee 3a Oe30MacHOCTh
3al[UIIAeMOT0 OOBEKTa: CpeACTBA MOHUTOPHHTA, PE3ePBHOTO KOMHPOBAHHS, AHTUBUPYCHOTO

KOHTPOJIA, 3alllUThl OT HCCAHKIINUOHUPOBAHHOT'O JOCTYIIA.



JIuo naHHOW rpyImb:

- o0najmaeT MoJHON uHpopmanuen 0 CUCTEMHOM, CIIELUaJIbHOM U
npukiagHom 110, ucnonszyemom B UCII/IH;

- oOmanaet moixHoU uHpopMmarueit o TC u kordurypanuu UCIT1x

- umeet aocrtyn ko BceM TC UCII/IH u nanHbIM;

- o0mamaeT mpaBaMu KOHGUTYPUPOBAHUS U aqMuHUCTpaTuBHOM HacTpoiiku TC NCII/IH.

6. K mecroii rpymmne oTHOCSATCS 3aperucTpupoBanuble nonb3oBatenu MCI/Ix ¢
MOJTHOMOYHSIMH aJ]MHHUCTpaTopa 6e3omnacHocTi OpraHu3aiiy, OTBEYAIONIETO 3a COOTI0ICHUE MTPABHII
pasrpaHMuYeHHS JOCTYIA, 32 TCHEPALUIO KIFOUYEBbIX JIEMEHTOB, CMEHY MapoJjiei, KpUNnTorpadhuyeckyro
3amuTy uHGOpMaluu. AJIMUHUCTPATOP OE30MACHOCTH OCYIECTBIISIET ayAUT TEX KE CPEACTB 3aIUTHI
00BEKTa, UTO U CUCTEMHBIN aIMUHUCTPATOP.

JIno 1aHHOM IpyNIIBL:

- obnanaeT nmojHo# nHpopmanueit 06 UCITH;

= HMECT OOCTYII K CPCACTBAM 3alllMThHI I/IH(i)OpMaIII/II/I U TIPOTOKOJIMPOBAHUA W K YaCTH

KiroueBbIX neMenToB MUCIIH;

- HE HUMEeT MpaB J0CTyna K KOHQUIYPUPOBAHHIO TEXHHUYECKUX CPEACTB CETH 3a
UCKJTIOYEHUEM KOHTPOJIBHBIX (MHCIEKIIMOHHBIX).

7. K cenpmoii rpynme OTHOCATCSA JHIIAa U3 4YHCIAa MPOTPAMMHCTOB - pa3paboOT4YHUKOB
CTOPOHHEW oOpraHuzaluu, sBIsSonmxca noctaBmmkamMu [10 u numa, oOecneunBaroIIde €ero
conpoBoxkieHHe Ha 00bekTe pazmemienus UCIIx.

JIno 1aHHOM IpyNIBL:

- obOmanmaer uH(popmanueil o0 aaropuTMax M nporpammax o0paOoTku MHpOpMalUUU B

NCII/H;

- o0namaeT BO3MOXKHOCTSMM BHECEHHUS OIIMOOK, HEAECKIapUPOBAHHBIX BO3MOKHOCTEH,
MIPOrpaMMHBIX 3aKJIag0K, BpedoHocHbIX mporpamMm B I1O UCII[IH Ha cramuu ero pa3paloTkw,

BHCAPCHUA U COIIPOBOXKIACHUSA,

- MOJXET pacroJararh JitooOsiMu GparmeHTamu uHGopmanuu o TC o6pabOTKM U 3alUThI
uHpopmanuu B UCIT/IH.
8. K Bocemotii Tpymmie otHOCsATCs: iepcoHan, oocmyxkuBatonmii TC UCIIH, a Taxke nuna,

o0ecreynBaroIue MocTaBky, conpooxaenue u peMont TC UCII/IH.



JIuo JaHHOW TPYIIbI:

- oOiamaer Bo3MOXKHOCTsAMH BHeceHus 3akianok B TC MCII[Ix Ha craguu ux

pa3paboTKu, BHEAPEHUS M CONIPOBOXKICHUS;

- MoXeT pacrnonarate ¢parmeHtTamu uHpopManuu o Tomojorun MCII/IH,
aBTOMATHU3HPOBAHHBIX paboOUYMX MecTax, cepBepax U KOMMYHUKAIIMOHHOM 00OpyaOBaHuUU, a
taxke o TC 3amutel napopmaruu B UCIT/1H.

8.2 IpeanonoxeHus 0 BO3MOKHOCTAX HAPYIIUTEIS
Jnst monmydenust ucxoaubix maHHblXx 0 MCII[H Hapymmrtens (kak | kareropuu, tak u |l
KAaTerOpUM) MOXET OCYIISCTBIISITh TepexBaT 3amm(poBaHHOW HH(DOPMANMM W WHBIX JAHHBIX,
[epelaBaeMbIX 10 KaHAJIaM CBSI3U CETSIM OOIIEro MOJIb30BaHUsS U (WIM) CETSIM  MEXKIYHapOJHOTO
uH(popMallMOHHOTO OOMEHa, a  Takxke Mo JokaiabHbIM ceTsiM MCII/H.
JIro00i1 BHYTpPEHHHUH HapyUIUTEIh MOXKET UMETh (PU3MUECKHl OCTYN K JIMHHUSM CBSI3H,
CUCTEMaM 3JIEKTPONUTAHUS U 3a3€MIICHHUS.
[Ipenmonaraercs, 4T0 BO3MOKHOCTH BHYTPEHHErO HApYIIUTENS CYIIECTBEHHBIM 00pa3oMm
3aBUCIT OT JEHCTBYIOLIMX B Ipejeraax KOHTPOJIHMpPYeMoil 30HbI 00bekToB pasmerieHus WMCIIIx
OTPaHUYUTENBHBIX (DAaKTOPOB, M3 KOTOPBIX OCHOBHBIMU SIBIISIIOTCS PEKUMHBIE MEPOIPHUATHS U

OpraHnu3allOHHO-TCXHUYCCKHUEC MCPDbI, HAITPABJICHHBIC HA:

- TNPEaOTBpaAlIEHUE U MPECEUCHUE HECAHKIIMOHUPOBAHHBIX JEHCTBUN;
- MoJa0Op M PacCTaHOBKY KaJpoOB;

- JomnycKk (U3MYECKUX JIMI] B KOHTPOJIMPYEMYIO 30HY U K CpEICTBa

BEIYHCIIMTETEHON TCXHHUKH,

- KOHTpOJIb 32 NOPSAKOM MPOBEACHUS PadOT.

B cwiy 3TOro BHyTpeHHMI HapyLIUTENIb HE UMEET BO3MOYKHOCTH IOJIYYEHUS CIELHAIbHBIX
3Hanuii o UCII/IH B oObeme, HEOOXOAMMOM JJIsl PEIICHUs] BOMPOCOB CO3/aHUS U MPEOIOJICHHS
cpexctB 3amuThl II/[H, ¥ MCKIIOYaeTcs €ro BO3MOXKHOCTb II0 CO3JaHUI0 M IPUMEHEHHIO
CHELHUAJIBHBIX MPOrPAMMHO-TEXHHUYECKUX CPEACTB pEeAM3alMU LEICHANPABICHHBIX BO3JACHCTBUN
JAHHOTO HApYyIIUTENs Ha MOJUIeXallye 3allUuTe OOBEKTHl U OH MOXKET OCYLIECTBISATH IMOIMBITKH
HECaHKIIMOHUPOBAaHHOro  goctyna k WP ¢ wWcnonp30BaHMEM — TOJNBKO — IITaTHBIX
nporpaMMHoTexHudeckux cpenctB UCII/Ix Oe3 HapyieHus UX 1eJIOCTHOCTH.

Bo03MOXHOCTh CroBOpa BHYTPEHHHX HapyIIUTENEeH MeXAy COOOH, croBopa BHYTPEHHErO

HapyLIMTENs ¢ MEepcoHaNIoM opraHuzanuii-paspadorunkoB nojacuctem MCII/H, a Taxxke croBopa



BHYTPEHHEI0 W  BHELIHEr0 HapymuTeded JOJDKHA  ObITh  HMCKIIOYEHAa IMPUMEHEHUEM
OpPraHU3alMIOHHO-TEXHUYECKUX U  KaJpOBO-PEXKHMHBIX Mep, JACHCTBYIOLUIMX Ha O00bEKTax

pasmenienust UCITH.

8.3 IpeanonoxeHus 06 MMEIOIMXCS Y HAPYIIUTENS CPEACTBAX aTaK

[Ipennonaraercs, 4ro HAapyLUIMTENb MMEET BCE HEOOXOIUMBIE A IPOBEIEHUS aTak I10

JOCTYIIHBIM €MY KaHajlaM aTakK CpeCTBa.
Buemnuit Hapymumrens (uua xkateropuu |, a taxoke nuua xkateropuu |l npu HaxoxaeHuu 3a
npenenamu K3) MoxxeT HcIosib30BaTh CIeIyOLINE CPEACTBA JOCTYIIA K 3aIlUIIaeMO HH(pOpMaLUu:
- JIOCTyNHble B CBOOOJHOM Ipoja)ke ammapaTHble CPEACTBA M IPOrpaMMHOE

o0ecrieyeHre, B TOM YHCIIE MPOTPaMMHBIE U allllapaTHbIE KOMIIOHEHTHI KPUIITOCPE/ICTB;

- CHeIUaJIbHO pa3pabOTaHHBIE TEXHUYECKHE CPEICTBA H  MPOTPAMMHOE
obecrieyeHue;

- CpelcTBa IepexBaTa M aHaIu3a HHPOPMAITMOHHBIX TOTOKOB B KaHAJaX CBS3H,
- cHenualbHbIE TEXHUYECKHE cpelicTBa nepexBaTta undopmanuu no TKYU;

- mrarssle cpenactBa UCII/IH (TonpKo B cllydae UX paclookKeHHs 3a MpeaenaMu
K3).

BHyTpenHuii HapymuTens Ui AOCTyna K 3amuiiaeMoil mHdopmaruu, conepxamei I1/1H,
MOXET HCIOJIb30BaTh TOJbKO MmTaTHbie cpeactBa WCII[H. Ilpu 3TOM ero BO3MOXHOCTH TIO
UCIIOIb30BAHUIO IITaTHBIX CPEICTB 3aBUCAT OT  pEalM30BaHHBIX B NCII/In

OpPraHnu3allMOHHOTEXHUYCCKUX U PCIKMMHBIX MEP.

8.4. Onucanvie KaHaJIOB aTak
BO3MOXHBIMU KaHaJaMH aTakK, KOTOPbIE MOKET UCIIOJIb30BaTh HAPYIIMTENb IS JOCTyHa K

samumaemoit uadopmaruu B UCIIH, aisiroTcs:

- KaHaJIbl HCMOCPCACTBCHHOI'O MOOCTYyIIA K O6’beKTy (BHByaJ'IBHO-OHTI/I‘-ICCKI/II\/'I,

aKyCTHUYECKUM, PU3NUECKUN);

- OJICKTPOHHBIC HOCHUTCIIN I/IH(i)OpMaHI/II/I, B TOM 4YHCJIIC CBEMHBIC, CIAaHHBIC B

PEMOHT U BBILLIEAININE U3 YIIOTPEOICHHUS;

- OyMakHble HOCUTEIHN UH(OPMALINH;

- IITaTHbIE NporpaMmMHo-anmapaTtHeie cpeactsa UCIIIH;



- KaOenbHBIE CHCTEMbl M KOMMYTAIlHOHHOE OOOpYIOBaHME, PACIIOJNIOKEHHBIE B
npeAesax KOHTpOJIUpyeModl 30HBI W He 3amumeHHble oT HCJ k wuHbopmammm

OpraHnu3allMOHHOTCXHUYCCKUMU MCPAMHU,

- HE3allMIIeHHBIe KaHalbl cBI3u; TKY .

8.5. Tun napymmrens npu ucnons3osanuu B UCIIJIH kpunTorpadMyeckux cpejcTs
3alUThl HH(pOpMAIUU

[Ipu obmene uHpopmanuert mexxay VCIIJIH 1 BHEITHUMHU TI0 OTHOIICHHUIO K TPEIIPHUATHIO
MH(OPMALIMOHHBIMUA CHUCTEMaMH HEOOXOJAMMO HCIOJB30BaHUE CPEICTB KpUITOrpapuueckoit
3anmthl nHpopmarmu (CK3NM).

VYpoBeHb Kpunrorpaduyeckoil 3alIuThl MEPCOHAIBHBIX TaHHBIX, oOecneunBaemoit CK3U,
OTpEEseTCS. MyTeM OTHECEHUSI HAPYIIUTENsA, ACHCTBUAM KOTOPOTO JIOJDKHO MPOTHUBOCTOSTH
CK3U, x koHKpeTHOMY THUNy, W Oa3upyercs Ha MOAXOAaX, OIMUCAHHBIX B «MeToauuyecKumMu
pPEKOMEHALMAMU MO OOECIEYEHHUIO C IMOMOIIBI0 KPUOTOCPEICTB 0€30MacHOCTH IMEePCOHATBHBIX
JaHHBIX TPH HX O00paboTke B HMH(POPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JIAHHBIX C
UCIOJIb30BAHUEM CPEJICTB aBTOMATU3ALIMI.

9. AKTyasIbHbIE YTPO3bl 0€30MACHOCTH MEPCOHAIBHBIX TAHHBIX B HHPOPMALMOHHBIX

CHUCTEMaX NMEPCOHAIBHBIX TAHHBIX

Jlnst BbIABIEHUS W3 Bcero mnepeuHs yrpo3 OesomacHoctu I1/IH axryanenbix s MCITH

OICHUBAIOTCs ABaA ITOKA3aTECJIA:

- ypoBeHb ucxoaHoi 3aumumerHoctu UCI/Ix;
- yacToTa (BEpPOATHOCTH) peanu3aluu paccmaTpuBaemoit yrpossl. 9.1. Vposens

MCXOHON 3alTUIIEHHOCTH HH()OPMAIIMOHHON CUCTEMBI TIEPCOHANBHBIX JAaHHBIX

[Tox ypoBueMm ucxomnou 3ammiieHHoctd WCII[IH moHumaercst 0000MmEHHBINA MTOKa3aTelNb,
3aBUCALIMN OT TEXHUYECKUX M AKcruryaTamoHHbIX Xapaktepuctuk MCIIJIH. Ilepeuenb naHHBIX
XapaKTepUCTHK U mokaszarenu 3amumeHHoctd MCIIJIH, 3aBucsmme oT HHUX, MMOKa3aHbl B TaOiuIle
9.1. Mokazarenu, oTHOCsITHECS K OpraHU3aIiiy BIJICICHBI )KHPHBIM KYPCHBBIM.

Hns onpenenenuss wucxomuoi 3ammumenHoctn WCII/IH  momxkHO OBITH  paccuMTaHO
MPOLEHTHOE COOTHOIICHHE KAXXI0T0 YPOBHS 3alIMIIEHHOCTH KO BCEM XAapAKTEPUCTUKAM, UMEIOIIUM
mecto st UCITIH.

Ta6muma 9.1 — INokazarenu ucxoanou 3amumenHocty MCIT/Ix



YpoBeHnb

Texnuueckue u IKcIIyaTanuoHHble xapakrepuctuku UCILIn

C

H

I1o TeppuTOpHATIBLHOMY pa3MelleHHIO

nokanbHas (kammycHas) MCII/IH, pa3BepHyTas B Ipenenax HECKOIbKUX
0113K0

nokanvnana UCII/n, pazeepuymasn 6 npeodenax 00H020 30aHUS

ITo HATMYUIO COeTUHEHUS C CETIMU oﬁmero MnOoJIb30BaHUA

HCIL/In, umerowan MHOZOMOYEUHDLIL 6bIX00 6 CEMb 00ULE20

NCII/Ix, nmerommasi 0THOTOYEYHBIN BBIXOI B CETh OOIIETO MOJIb30BAHUS

NCTIH, pusznuecku OTIACICHHAS OT CETH OOIIETro MOJIb30BaHMS

I1o BcTpoeHHBIM (JIerajibHBIM) onepanusam ¢ 3anucsivu 6a3 IIn

YTCHHUC, IIOUCK

34aIllUCh, YAAJIICHHUEC, COPTHUPOBKA

Moougpukauyus, nepeoaua

ITo PAa3srpaHu4ceHUIo 10CTyINa K NEPCOHAJIBbHBIM JaHHBIM

HUCI/Tn, Kk Komopou umeem O00CHMYn OHPEOENEHHbII NnepeyeHd
cOmpyoOHUKO8 opzanu3ayuu,

NCII/IH, Kk KOTOpOH UMEIOT AOCTYI BCE COTPYJHUKH OpraHU3alyHy,
ABJIAIOLICICS BIAACIIbLIEM

NCTIIH ¢ OTKPBITBIM JOCTYIIOM

ITo Haauuuio coenmuennii ¢ apyrumu 6azamu IIIn unsix UCIIIn

Humezpupoeannaa HCI/In (opzanuzayus ucnonvzyem HeCKOJIbKO
oas Il/ln HCII/Tn, npu 3mom opzanuzayusn He A611emcs 61a0e1bUem 6cex
ucnoavzyemuix 0asz I1/[n)

HUCIIdH, B xoTopoi ucnosb3yercss onHa 6aza I1J[H, mpuHamiexamias
opranuzanuu — Biagensiy nanHoit UCIHIx

ITo ypoBHI0 00001eHus1 (00e31uunBanus) [11n

WCII/IH, B KOTOPO#A TPeI0CTaBIIIEMbIC TIOJIH30BATEIIO JTAHHBIC SIBIISIOTCS
00€3IMYEHHBIMU

WCTI/[Ix, B xoTOpo# naHHBIE 00E3IMYMBAIOTCS TOJBKO MPHU Mepenadye B

APYruc opraHu3alv 1




HUCII/Tn, 6 komopoii npedocmasnaemole no1b308amento OaHHbIE HE
A61AIOMCA 00€31UYEHHbBIMU

Ilo o0bemy II/IH, KkoTOpble NPETOCTABJIAITCA CTOPOHHHUM
nojb3oBareasim UCIIIAn Oe3

NCTIIn, npenoctapistonias BCto 60a3y nanubix ¢ [11a

HUCII/[n, npedocmasnarowan wacmo I1/[n

NCTI/IH, HE TpeoCcTaBIISIONINE HUKAKOW HH(pOpMaITUH

Konuuecmeo pewenuii
Oouee Konuvecmeo peuteHul 7

[Tpunumaercs, yro MCIIJIH nMeeT BBICOKHMI YpOBEHb MCXOJIHOM 3alUILEHHOCTH, €CIIU HE
MeHee 70% xapakrepuctuk HCII[IH COOTBETCTBYIOT YpPOBHIO «BBICOKHI», a OCTAJIbHBIE YPOBHIO
«CpEIHUIT».

B ciyuae, ecinu He menee 70% xapakrepuctuk UCII/IH OTHOCUTCS K YPOBHIO

«HE HMIXKE CpPEJHEro», a OCTAIbHbIE K YPOBHIO «HHM3KHI», TO HCXOJHAs 3allMUILEHHOCTh

NCTI/Ia Oyaet cpenHero ypoBHs.
Bo Bcex octanbbix cinydasx MCII/IH Oyner uMeTh HU3KUH ypOBEHb 3aIIUILIEHHOCTH.
Hcxons u3 kputepues oueHkH, aenaeM BeiBog, uro MCIIIn Opranusanuu uMeeT HU3KUN yPOBEHb

3allUIICHHOCTH.

9.2. Onpenenenne akTyalbHBIX YTPO3 6E30MAaCHOCTH
NEPCOHAIBHBIX JaHHbIX JIJIg OLIEHKM YPOBHS HCXOJHOMU
3aIUIIIEHHOCTH BBOJUTCS KO3(PPUIIUEHT
HCXOJHOW 3alllMIIEHHOCTH Y1, KOTOpBIM MOKET NpUHMMATh 3HadeHus: 0 — aus

BBICOKOH CTETNIEHH UCXOJHOW 3alUIIEHHOCTH;

S — Uil CpelHel CTenmeHW HCXOAHOM 3amuiieHHocTH; 10 — mist

HU3KOW CTENEHU UCXOJHON 3alUIIEHHOCTH.

Craenyromum mapamMeTpoM, HEOOXOJUMBIM JUIsI ONpEIENeHHUs aKTyaJbHOCTH YIpo3
6esonacHoctu I1/lH, siBisieTcs 4YacToTa (MM BEPOSITHOCTH) peai3allid Yrpo3bl, MOJ KOTOpPOM
MIOHMMAETCA ONPEJEICHHBIN IKCHEPTHBIM IIyTEM I[I0KA3aTelb, XapaKTEpU3YIOLIUN BEPOATHOCTD
peanu3anuu KOHKpeTHOW yrpo3sl OeszomacHoctu [IJIH mus VCII[IH B peasbHBIX YCIOBHUSX €€
(GyHKIMOHUPOBaHUS. BBOIUTCS YeThIpe 3HAUSHHS ATOTO TIOKa3aTesi, 0003Ha4aeMoro Kak Y 2:

MaJIOBEPOSITHO — OTCYTCTBYIOT OOBEKTHBHBIC TNMPEINOCHUIKM JJIsl OCYIIECTBICHHUS YTPO3bI
(Hampumep, yrposa XHILIEHUS HocuTened uHPOpMaluu JMIAMH, HE HUMEIONIMMH JIerajJbHOro
JIOCTYTIa B TIOMEIIEHHUE, T MOCIETHUE XPAHITCS);

HU3Kas BEPOSATHOCTh — OOBEKTUBHBIEC MPEANOCHIIKU JJISI Pealn3alii yrpo3bl CYIIECTBYIOT,

HO TPHUHATBIE MEPHI CYIIECTBEHHO 3aTPyIHSIOT €€ pealu3aiuio (Hampumep, HCIOIb30BaHbBI



COOTBETCTBYIOILIME CPEACTBA 3aIlUThl HMH(OpPMAIMM); CPEIHSS BEPOATHOCTh — OOBEKTHUBHBIE
MPENOCHUIKY JJIsl peau3allii yIpo3bl CYIIECTBYIOT,
HO TpUHATBIE Mepbl oOecrieueHust OezomacHocTd [IJIH HemOCTATOUHBI, BBICOKAS

BEPOSITHOCTh — OOBEKTUBHBIC MPEANOCBUIKMA Ui peau3aliu
YTPpO3bI CYIIECTBYIOT U MEpHI 110 o0ecniedeHuto 0ezonacHoct [1/[H He mpUHATEI.

JlanHbIlil MOKa3aTenb NpPUHUMAET cleAyomue 3HaueHus: 0 — s

MaJIOBEPOATHON yIPO3bI;

2 — 7151 HU3KOM BEPOSTHOCTHU yIPO3bl; 5 — 7S

cpenHel BeposTHOCTH yrposbl; 10 — s

BBICOKON BEPOSTHOCTU YTPO3BL.

Hcnonb3yss 3HaueHuss MPHUBEACHHBIX BbIle Tokazatened Y1 u Y2, BbUKCHSICTCS
KO3 PHUIMEHT peaTn3yeMOoCTH yrpo3sl Y, onpeaensiemblii cootHomennem Y = (Y1+Y2)/20.

B 3aBrcHMOCTH OT CBOETO 3HAYCHHS STOT KO (UIIMEHT IPUHIMAET 3HAUCHUS:

0 <Y <0,3 — peanuzyemoctb yrpo3sl npusHaercs Huzkoii; 0,3 <Y <0,6

— peanu3yeMoCTh Yrpo3bl mpusHaercs cpenueit; 0,6 <Y < 0,8 —

peann3yeMoCTh yrpo3bl IPU3HAETCS BHICOKOH;

Y > 0,8 — peannzyemMoCcTh Yrpo3bl IPU3HAETCS OUY€Hb BHICOKOH.

JHanee naetcs onenka onacHoct Kaxaoil yrpo3sl [1/1n st UCIT/{n. [lanHas omieHKa HOCUT
OKCHEPTHBIA XapakTep MW TIIOJydaeTcs IyTeM OIpoca OJKCHEePTOB B 00JACTH 0E30MacHOCTH
uHpopmanuu. [laHHas olleHKa UMEET TPHU 3HAYEHUS: HU3Kasl OMACHOCTh — €CIH pealln3alusi yrpo3bl
MOJKET IPUBECTH K HE3HAYUTEIILHBIM
HEraTUBHBIM MOCHEACTBUIM NI cyObekToB [1JH; cpemHsisi OmacHOCTh — €CIM peanu3alis yrpo3bl

MOJKET IPUBECTU K HETATUBHBIM
nociencTBusM st cyobekToB I1JIH; BBICOKAas OMAaCHOCTh — €CIIM pealn3alusi Yrpo3bl MOMKET

MIPUBECTH K 3HAUYUTEITHHBIM
HEraTUBHBIM MOCTEACTBUSIM Uit CyOBekToB [1/[H.

[Tocne mpocdera Bcex IMmokazaTeneil MPOW3BOAMTCS OICHKA aKTyaJbHOCTH KaXKIOH YTPO3bI

6e3onacnoctu [1/1H npu ux o6padotke B MCIIJIH ncxoas U3 MaTpuIlbl, IpUBEIeHHAs B TaOIHIIe

9.2:

Tabnuma 9.2 — Matpuia pacdera akTyaJIbHOCTH yrpo3 6e3onacHocTH [1/[H



Peanusyemoc Tb
YIpo3bl
IToka3aTenb OIACHOCTH YIPO3bI

Huskas Cpennss Bricokas
Huskas HEaKTyasbHas HEaKTyaJlbHas aKkTyajbHas
Cpennsis HEaKTyasbHas aKTyaJbHas aKTyajbHas
Bricokas aKTyasjbHas aKTyaJbHas aKTyajbHas

Ouenb aKTyaJbHas aKTyaJlbHas aKTyaJbHasi

Ha ocHoBaHMU NOI0KESHUM MOZCIIM YIrpo3, MOACIU HaApPYHIUTEIA, JAaHHBIX 00 HCXO,I[HOfI

samumiennocTd UCIIIa (Y1), koadduimente peamuzyemoctu yrposbl (Y), BEpOSTHOCTH €€

pcalii3aliun (Y2), a TaKXKC BKCHepTHOﬁ OLCHKU OITaCHOCTH YI'PO3bI, OIPEACIACTCA aKTYaJIbHOCTH

Kaxkaou yrpossl 6e3omnacHoctu [1/1H, o6pabarsiBaembix B UCIIIH. (Tabnuna 9.3)

Tabmuna 9.3 — AxtyansHoCTbh yrpo3 0e3onacHoctu [T/

Beposithocts | Koaddu nuent | Ou enka
Ouenka
Vrposa Gesomacuocry [T | PEATH3AIHH | peanusyeMocT OMACHOCT
YIPO3bI 1 yIpO3bl U yrpo3pl | AKTyaJIbHOCTH
yYIpo3bl
Pasrnamenue, nepemgava wiu 5 0,75 cpenHss aKTyaJbHas
yTpatra arpuOyTOB pa3rpaHUUYCHUs
noctyna k UCIT/Ix
Hapymenue IIPaBUII 5 0,75 HU3Kast aKTyaJbHas
XpaHEeHHs aTpuOyTOB
pasrpanunuenus gocryna k UCIIIn
Hecoobmenne o dakrax 10 1,0 BBICOKAs aKTyaJbHas
yTparsl, KOMITPOMETAIHH
aTpudyTOB pasrpaHuyeHus
noctyna k UCITIn
BHeznpeHue areHToB B UHMCIIO 0 0,5 BBICOKast aKTyaJbHas

NepcoHajia CUCTCMbI




HecankimonnpoBaHHbIi
3aIyCK TEXHOJOTHYECKUX
porpamm, ClIOCOOHBIX TIPH
HEKOMIIETEHTHOM MCITOJIb30BaHUN
BBI3BIBATH ITOTEPIO

paboTOCTIOCOOHOCTH CUCTEMBI HITU
OCYLICCTBIISIIOIINX ~ HEOOpaTuMbie
U3MCHCHHUS B cucTeMe
(popmarupoBanue WA
PECTPYKTYpPHU3AIHIO HOCHUTEJeH
uHpOPMaIINH, YIaJICHNUE TaHHBIX U

0,6

BBICOKast

aKTyaJbHas

T.IL.)

BBoa OIIMOOYHBIX JaHHBIX

10

1,0

HHU3Kas

aKTyaJibHast

HevictBus COTPYIHUKOB,
MPUBOJALINE K YaCTUYHOMY HIIU
MOJIHOMY OTKa3y CHCTEMbl WU
HapyIIEHUI0 pabdoTOCIIOCOOHOCTH
anmnapaTHbIX WM HPOrpaMMHBIX
CPEICTB

0,75

BBICOKas

aKTyaJibHas

Hrnopuposanue
OpraHU3allMOHHBIX OTrpaHUYEHUI
(YCTaHOBIEHHBIX TpaBWi) MpHU
pabote ¢ I1]]

10

cpenHsis

aKTyaJibHas




duznyeckoe  paspylieHue
WU BBIBOJI W3 CTPOS BCEX WIH
OTJIETBLHBIX HaumboJiee BaXKHBIX
kommoHenToB UCIIIx

0,5

BBICOKas

aKTyaJbHas

3aKylKM  HECOBEPIIECHHBIX,
yCTapeBIINX Win
HETEePCIEKTUBHBIX CpeacTB
uH(pOpMaTU3aALUU u
MH(POPMAIIMOHHBIX TEXHOJIOTHIA;

0,5

HH3Kas

HEaKTyaJbHas

Xulienne HOCUTENEH

0,6

BBICOKAas

aKTyaJibHast

uHpopmanuu, coaepxarmx [1]]

To ke, BHEIIHUI HApYLIUTEb

0,6

BBICOKas

aKTyaJibHas

Hesakonnoe MOJIyYeHHUE
napojied M JpYyrux peKBU3UTOB
pasrpanunuenus gocryna k UCITIn

0,75

CpeaHss

aKTyaJibHast

To ke, BHEIIHUI HApYLIUTEb

0,6

cpenHss

aKTyaJibHas

HecanknmonupoBanHas
MOTU(HUKAIHS TPOTPAMMHOTO
o0ecrieueHus

0,75

BBICOKas

aKTyaJibHas

To ke, BHEITHUIN HAPYIIUTEID

0,6

BBICOKas

aKTyaJibHast

ITepexsar I1/1, nmepenaBaeMbIx
10 KaHaJIaM CBSI3U

0,5

BBICOKas

aKTyaJlbHas

To ke, BHEITHUI HAPYIIUTEIb

0,5

BBICOKas

aKTyaJibHas

HecankimonupoBanHoe
KOITMPOBAaHUE HOCUTENIEH
uHpopmanuu c 1]

0,75

cpenHsst

aKTyaJlbHas

To ke, BHEITHUI HAPYIIUTEID

0,6

cpenHsis

aKTyaJibHas




Yrenne OCTaTOYHOM
uHpopManuu U3 OnepaTUBHOMN
aMATH H c BHEIITHHUX
3alIOMHHAIOITNX YCTPOUCTB

0,5

HU3Kas

HCaKTyaJIbHas

To ke, BHEIIHUI HAPYIIUTEIb

0,5

HH3Kas

HEaKTyaJbHas

HenpennamepenHnoe
3apayK€HHUE KOMIIbIOTEpA BUPYCAMHU

0,75

HH3Kas

aKTyaJibHas

[IpennamepenHoe 3apakeHue
KOMIIBIOTEpa BUPyCaMU

10

1,0

HU3Kasd

aKTyaJibHasa

BwmemarenscTBO B miponece
¢dbyuaknuonuposanust UCI/IH ,
ceTell 00IIero MoIb30BAHUS C
LIEJIbI0 HECAHKIIMOHUPOBAHHOU
MOTU(PHUKAIMH TaHHBIX

0,75

BBICOKas

aKTyalibHast

To XKE, BHEIITHHI HapymuTeJib

0,6

BBICOKAas1

aKTyaJibHast

HecanknmonuposanHoe
BHEJPEHWE U  HCIOJb30BaHUE
HEYUYTEHHBIX porpamm, HE
ABJISIOIINXCSI HEOOXOAUMBIMH IS
BBITNIOJTHEHUS] COTPYIHUKaMH CBOUX
CITY»K€OHBIX 00s13aHHOCTEN

10

1,0

CcpenHss

aKTyaJbHa s

To ke, BHEITHUIN HAPYIIUTEID

0,75

cpenHsis

aKTyaJibHast

Heympinennoe
TTOBPEXKICHHUS
Ka0€eJIbHBIX CUCTEM CBS3U

BHCUIHUX

0,6

HU3Kas

HCaKTyaJIbHas

Bo3HukHOBEHME TMOXapoB B
HEIMOCPEICTBEHHOU OJTM30CTH K

0,6

BBICOKas

aKTyaJlbHas




MOMEIEHUSM, B KOTOPBIX
obpabatsiBatorcs [1/] u apxuBam
I1/] pe3ynbTare HEUCIIPABHOM
3EKTPONPOBOIKH, HEUCITPABHBIX
TEXHUUYECKUX CPECTB, HAPYIICHUS
COTPYIHUKAMU MIPABUII
IPOTUBOMNOXKAPHOI 0€30MaCHOCTH.

Pazpymienue 31aHUMH,

OTACIBHBIX HOMGH.[CHI/If/’I

0,5

BBICOKAas

aKTyaJibHasa

BosnetictBue arMmocdepHoro
IICKTPUUECTBA

0,75

HU3KadA

aKTyaJibHas

Bo3HukHOBEHME CTUXHIHBIX
Oo4aroB I10KapoB

0,6

HHU3Kasd

HCaKTYyaJIbHad

ABapuu B cucremax
AJIEKTPOIUTAHUS

0,75

HU3KadA

aKTyaJibHas

Hapymenne
TEMIIEPATypHOIO peXxuma B
NOMEIICHUAX C KPUTUYECKUM
o0opyOBaHUEM  pe3yibTare
HEHCIPaBHOCTH CHCTEM
KOHIMIIMOHUPOBAHUS

0,75

cpenHsst

aKTyaJibHas

ABapun B CHCTEMax
OTOIUICHHS M BOJOCHAOKEHHUS B
HEIMOCPEICTBEHHOM OJIM30CTH K
IMOMEILEHUSM, B KOTOPBIX

obpabatsiBatorcs [1/] u apxuBam

1A

0,75

cpenHsis

aKTyaJibHast




roCYAAPCTBEHHOE BHO)KETHOE OBLLEOBPA3OBATEJ/IbHOE Y4PEXXAEHUE POCCUACKASl TMMHA3MS NPU FOCYAAPCTBEHHOM PYCCKOM
MY3EE LLEHTPAJIbHOIO PANOHA CAHKT-NETEPBYPTA, Benbrywesa Jlapuca XayTvueBHa
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